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Abstract

The rapid deployment of technology in developing nations has been seen as a key enabler for achieving
the United Nations' Sustainable Development Goals (SDGs). However, the integration of technology
must be carefully managed to ensure that fundamental human rights, such as privacy, data rights, and
cybersecurity, are upheld. This paper explores the ethical implications of technology deployment in the
context of SDGs, emphasizing the need for privacy, data rights, and cybersecurity to be embedded in the
design and implementation of technological solutions. Through case studies and examples, we
demonstrate how the misuse of technology can lead to human rights violations, while ethical design can
empower communities and foster sustainable development. We conclude with recommendations for
policymakers, technologists, and civil society to ensure that technology is used for good, aligning with
the principles of the SDGs.
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1. Introduction

The United Nations' Sustainable Development Goals (SDGs) offer a global framework to tackle pressing
issues like poverty, inequality, and climate change [1]. Technology plays a pivotal role in advancing
these goals, especially in developing nations, where it can address gaps in infrastructure, education, and
healthcare. However, the rapid adoption of technology must be balanced with ethical considerations to
avoid unintended consequences, such as privacy violations and cybersecurity threats [2] .

However, the deployment of technology must be carefully managed to ensure that it does not
inadvertently undermine fundamental human rights, such as privacy, data rights, and cybersecurity.

This paper explores the intersection of technology and human rights in the context of the SDGs. We
argue that privacy, data rights, and cybersecurity are not merely technical considerations but are essential
ethical principles that must be integrated into the design and implementation of technological solutions.
Through case studies and examples, we demonstrate how the misuse of technology can lead to human
rights violations, while ethical design can empower communities and foster sustainable development.
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2. Literature Review
A. Privacy and Human Rights

Privacy is recognized as a fundamental human right under Article 12 of the Universal Declaration of
Human Rights (UDHR), which prohibits arbitrary interference with an individual's privacy, family,
home, or correspondence [1]. In the digital age, the concept of privacy has evolved, as personal data is
increasingly collected and analyzed by governments and corporations, raising concerns about
surveillance and discrimination [2]. In the digital age, privacy has taken on new dimensions, as personal
data is increasingly collected, stored, and analysed by governments and corporations. The misuse of
personal data can lead to discrimination, surveillance, and other forms of harm, particularly for
vulnerable populations.

The case of Australia's "My Health Record" system illustrates the importance of privacy in large-scale
technological deployments. The system, which stores sensitive health information for millions of
Australians, has faced significant backlash due to concerns about data security and potential misuse by
law enforcement [2]. This case highlights the need for robust privacy protections and transparent data
governance frameworks to ensure that technology is used ethically and responsibly.

B. Data Rights and Consumer Empowerment

Data rights refer to the rights of individuals to control how their personal data is collected, used, and
shared. In the context of the SDGs, data rights are particularly important for ensuring that individuals
have access to and control over their personal information, which can empower them to make informed
decisions about their lives.

The European Union's General Data Protection Regulation (GDPR) is a landmark legislation that has set
new standards for data rights. The GDPR grants individuals the right to access, rectify, and erase their
personal data, as well as the right to data portability [3]. These rights are essential for ensuring that
individuals can control their personal information and hold organizations accountable for how they use
it.

C. Cybersecurity and Global Challenges

Cybersecurity is a critical component of any technological deployment, particularly in the context of the
SDGs. As more systems and services move online, the risk of cyberattacks increases, threatening the
integrity, confidentiality, and availability of critical infrastructure and personal data.

The CIA model—Confidentiality, Integrity, and Availability—provides a framework for understanding
the key principles of cybersecurity. Confidentiality ensures that data is protected from unauthorized
access, integrity ensures that data is accurate and trustworthy, and availability ensures that data and
services are accessible when needed [4]. These principles are essential for ensuring that technology is
used safely and effectively in the pursuit of the SDGs.
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3. Types of Cyber Attacks

Cyberattacks are a growing concern in the digital age, with various forms of attacks targeting
individuals, organizations, and governments. Below are some of the most common types of
cyberattacks:

1. Malware: Malicious software designed to damage or disrupt systems. Examples include viruses,
worms, and trojans.

2. Phishing: Fraudulent attempts to obtain sensitive information by disguising as a trustworthy
entity.

3. Denial of Service (DoS): Overwhelming a system with traffic to make it unavailable to users.
4. Ransomware: Encrypting a victim's data and demanding payment for its release.

5. Botnets: Networks of compromised devices used to launch large-scale attacks, such as
Distributed Denial of Service (DDoS).

6. Man-in-the-Middle (MITM): Intercepting communication between two parties to steal data.
7. SQL Injection: Exploiting vulnerabilities in databases to gain unauthorized access.

These attacks highlight the importance of robust cybersecurity measures to protect sensitive data and
ensure the continuity of services.

4. Causes of Vulnerabilities

Cybersecurity vulnerabilities can arise from various factors, including outdated software, weak
passwords, and lack of awareness. Organizations often overlook the importance of proactive
cybersecurity measures, leaving them exposed to attacks. Common causes of vulnerabilities include:

e Outdated Software: Failure to update software can leave systems exposed to known
vulnerabilities.

o Weak Passwords: Easily guessable passwords can be exploited by attackers.

o Lack of Awareness: Employees unaware of cybersecurity best practices can inadvertently
expose systems to risks.

e Insecure 10T Devices: Internet of Things (IoT) devices often lack robust security features,
making them easy targets for botnets like Mirai.

5. Case Study: Mirai Botnet

The Mirai botnet, which exploited vulnerable 10T devices, caused widespread disruption in 2016
through a series of Distributed Denial of Service (DDoS) attacks. Notable targets included Krebs on
Security, OVH, and Dyn, with attack volumes reaching up to 1 Tbps [7]. These attacks highlighted the
vulnerabilities of 10T devices and the need for stronger cybersecurity measures:
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* Krebs on Security: Krebs on Security is a blog main trained by Brian Krebs, who writes investigative
articles on cyber-crime. This blog experienced 269 DDOS attacks between July 2012 and September
2016. The attack by Mirai was the largest, topping out at 623 Gbps.

* OVHattack: OVH is one of the largest European hosting providers. OVH hosts around 18 million
apps, Wikileaks being one of their most controversial one. The Mirai attack lasted about 7 days and
peaked at 1TBs and was done using 145,000 loT devices.

* DYN attack: This attack targeted systems operated by DNSprovider Dyn. This event refused the access
to many websites including Airbnb, Amazon, GitHub, HBO, Netflix, PayPal and Twitter.

* Lonestar Cell, one of the largest Liberian telecom opera tors started to be targeted by Mirai on October
31. Over the next few months, it suffered 616 attacks, the most of any Mirai victim.

* Deutsche Telekom going dark: One of the largest German Internet provider, Deutsche Telekom has
been targeted a vulnerability in a management interface present in routers used by many of its
customers, with the intent of infecting the devices to make them part of a Mirai botnet. About 900,000
customers were impacted in the attack. Mirai is a self-propagating worm, that duplicates itself on
vulnerable 0T devices. It is also considered a botnet because the infected devices are controlled via a
central set of command and control servers. These servers direct the next device to target, to the infected
devices. Mirai has two parts: a replication module and an attack module. Fig 1. explains the two
modules. The operation of Mirai is shown in Fig.1.

The replication module expands the botnet size by enslaving vulnerable 10T devices. It scans the entire
internet for viable targets and reports them to the C&C servers to infect them with Mirai botnet. Mirai
used a fixed set of 64 default login/password combinations that are generally used by 10T devices to
compromise the vulnerable devices. The attack Fig. 1. The operation of Mirai [14] module carried out
DDosS attacks against the targets specified by the C&C servers.

This module use DDoS techniques such as HTTP flooding, UDP flooding, and all TCP flooding options.
These methods allowed Mirai to perform attacks, application-layer attacks, and TCP state-exhaustion
attacks. In November 2016, the author of the Mirai botnet , Daniel Kaye was arrested.
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Fig. 1. The operation of Mirai [14] module carried out DDoS attacks against the targets specified
by the C&C servers.

Lessons Learned:
o Eliminate Default Credentials: 10T devices should not use default usernames and passwords.
o Automatic Patching: Regular updates and patches are essential to address vulnerabilities.
o Rate Limiting: Implementing rate limiting can reduce the impact of brute-force attacks

6. Ethical Design Principles

Ethical design principles must be integrated into the development of technology to prioritize privacy,
data rights, and cybersecurity. These principles should be foundational to the design process, rather than
added as secondary considerations [9]. A multidisciplinary approach involving technologists,
policymakers, and civil society is crucial to ensure that solutions are both effective and ethical.

7. Policy
Recommendations

Policymakers play a critical role in ensuring that technology is used ethically and responsibly. This
includes developing and enforcing robust data protection laws, such as the GDPR, and promoting
transparency and accountability in data governance. Policymakers should also invest in cybersecurity
infrastructure and education to ensure that individuals and organizations are equipped to protect
themselves against cyber threats.

8. Future Research Directions

Future research should aim to create innovative frameworks and tools to evaluate the ethical
implications of deploying technology in alignment with the SDGs. Emerging technologies, such as
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artificial intelligence and blockchain, offer promising avenues for enhancing privacy, data rights, and
cybersecurity, but their potential risks and benefits must be carefully examined [5]. Additionally, more
research is needed to understand the social and cultural factors that influence the adoption and use of
technology in different contexts.

9. Methodology

This study adopts a qualitative research methodology, utilizing case studies, real-world examples, and a
review of existing literature to analyse the ethical challenges of technology deployment in the context of
the SDGs. The analysis is structured around three key themes: privacy, data rights, and cybersecurity,
each supported by relevant case studies and scholarly sources [2], [7], [9].

10. Results
A. Privacy in the Digital Age

The case of Australia's "My Health Record"” system demonstrates the importance of privacy in large-
scale technological deployments. Despite the potential benefits of a centralized health record system,
concerns about data security and potential misuse by law enforcement have led to significant public
backlash. This case highlights the need for robust privacy protections and transparent data governance
frameworks to ensure that technology is used ethically and responsibly.

B. Data Rights and Consumer Empowerment

The GDPR has set new standards for data rights, granting individuals greater control over their personal
information. However, the implementation of data rights is not without challenges. The Facebook-
Cambridge Analytica scandal, for example, demonstrated how personal data can be misused for political
manipulation, leading to significant public outcry and calls for stronger data protections [5].

C. Cybersecurity and Global Challenges

The increasing reliance on digital systems and services has made cybersecurity a critical concern for
governments, businesses, and individuals. The 2016 cyberattack on Australia's online census system, for
example, highlighted the vulnerabilities of digital infrastructure and the need for robust cybersecurity
measures to protect against malicious actors [6].

11. Discussion

The integration of privacy, data rights, and cybersecurity into the design and implementation of
technological solutions is essential for ensuring that technology is used ethically and responsibly in the
pursuit of the SDGs. While technology has the potential to empower communities and foster sustainable
development, it also poses significant risks if not managed carefully.

A. Ethical Design Principles

To ensure that technology is used for good, it is essential to adopt ethical design principles that prioritize
privacy, data rights, and cybersecurity. These principles should be embedded in the design process from
the outset, rather than being treated as afterthoughts or bolt-on features. This requires a multidisciplinary
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approach that brings together technologists, policymakers, and civil society to co-design solutions that
are both effective and ethical.

B. Future Research Directions

Future research should focus on developing new frameworks and tools for assessing the ethical
implications of technology deployment in the context of the SDGs. This includes exploring the role of
emerging technologies, such as artificial intelligence and blockchain, in promoting privacy, data rights,
and cybersecurity. Additionally, more research is needed to understand the social and cultural factors that
influence the adoption and use of technology in different contexts.

12. Conclusion

The rapid deployment of technology in developing nations has the potential to accelerate progress
toward the SDGs. However, this potential can only be realized if technology is used ethically and
responsibly, with a strong emphasis on privacy, data rights, and cybersecurity. By adopting ethical
design principles and implementing robust policy frameworks, we can ensure that technology is used for
good, empowering communities and fostering sustainable development.
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