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Abstract

Quantum computing presents a fundamental threat to current payment security infrastructure by
potentially breaking the cryptographic systems that protect financial transactions worldwide. As quantum
technology advances from theoretical concept to practical reality, financial institutions face an urgent need
to transition to quantum-resistant cryptographic algorithms. This article explores the vulnerabilities of
traditional cryptography to quantum attacks, examines emerging post-quantum cryptographic approaches,
and details the standardization efforts led by NIST to develop secure alternatives. It further analyzes
implementation considerations including cryptographic agility, hybrid approaches, and hardware security
module adaptations, while addressing key challenges related to performance, backward compatibility, and
regulatory compliance. A strategic roadmap is presented for financial organizations to prepare for the post-
quantum era through comprehensive cryptographic inventory, risk assessment, standards monitoring,
vendor engagement, and skills development to ensure continued protection of payment systems.
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Introduction

In the rapidly evolving landscape of digital finance, a technological revolution is silently brewing that
could fundamentally alter the security paradigms protecting our payment systems. Quantum computing,
once confined to theoretical physics and research laboratories, is steadily progressing toward practical
applications that pose significant challenges to the cryptographic foundation of modern payment
infrastructure.

The emergence of quantum computing represents a paradigm shift in computational capabilities. Quantum
processors operate on principles fundamentally different from classical computers, manipulating
information through quantum bits or "qubits” that can exist in superposition states, allowing them to
process multiple possibilities simultaneously. This quantum advantage was dramatically demonstrated
when Google's 53-qubit Sycamore processor performed a specific computation in 200 seconds that would
have taken the world's most powerful supercomputer approximately 10,000 years to complete [1]. While
this experiment was carefully designed to showcase quantum advantage and doesn't immediately threaten
encryption, it signals the accelerating development of quantum technologies that will eventually impact
payment security.

Financial institutions and payment processors worldwide rely on public-key cryptography systems like
RSA and ECC (Elliptic Curve Cryptography) to secure transactions, protect sensitive customer data, and
authenticate users. These systems derive their security from the computational difficulty of solving
mathematical challenges such as integer factorization and discrete logarithm problems. However, quantum
computers threaten this security foundation through algorithms that can efficiently solve these problems.
The quantum algorithm developed in 1994 demonstrates that a quantum computer can factor large integers
in polynomial time, specifically in O((log N)3) operations, exponentially faster than the best-known
classical algorithms that require sub-exponential time on the order of e*(O(log N)*(1/3)(log log N)"(2/3))
[2]. This dramatic speedup transforms what is currently computationally infeasible into a tractable
problem for sufficiently advanced quantum computers.

The implications for payment security are profound and immediate. Every digital payment transaction
protected by RSA or similar public-key cryptography could theoretically be compromised once quantum
computers reach sufficient scale and stability. The 2048-bit RSA keys widely used in payment security—
which would require billions of years to break with classical computing—could potentially be broken in
hours by a fault-tolerant quantum computer with enough qubits. This vulnerability extends beyond
immediate transaction security to stored sensitive data, creating a "harvest now, decrypt later" scenario
where encrypted payment information collected today could be decrypted in the future when quantum
computing matures.

The financial industry faces a substantial challenge in transitioning its vast infrastructure to quantum-
resistant cryptography before quantum computers reach their full potential. This transition is complicated
by the need to maintain interoperability across global payment networks and the substantial technical debt
in legacy systems. While the most sophisticated quantum computers today operate with tens of qubits and
struggle with coherence times and error rates [1], the rapid pace of advancement suggests financial
institutions must begin preparation immediately. The quantum factoring algorithm, while requiring
thousands of logical qubits for cryptographically relevant problems, has already been experimentally
demonstrated for small numbers [2], highlighting that theoretical vulnerabilities are progressing toward
practical exploits.

As the financial sector confronts this unprecedented technological shift, the industry stands at a critical
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juncture requiring foresight, strategic planning, and collaborative innovation to develop and implement
quantume-resistant payment protocols before quantum computing reaches its full disruptive potential. The
race between quantum computing development and quantum-resistant cryptography implementation will
define the security landscape of payment systems for decades to come.

The Quantum Threat to Payment Security

Traditional payment security relies heavily on public-key cryptographic systems such as RSA and ECC
(Elliptic Curve Cryptography). These systems derive their strength from mathematical problems that are
computationally intensive for classical computers to solve, such as integer factorization and discrete
logarithm problems. The security of these cryptographic primitives underpins the PKI (Public Key
Infrastructure) ecosystem that secures payment transactions globally, with RSA-2048 and ECC P-256
being widely deployed throughout payment networks. Current implementations of these algorithms are
expected to provide security equivalent to approximately 112 to 128 bits of symmetric encryption strength,
considered sufficient against classical computing attacks for the foreseeable future [3]. The payment card
industry has standardized around these cryptographic protocols, embedding them into the security
architecture of everything from point-of-sale terminals to e-commerce payment gateways.

However, quantum computers operate on fundamentally different principles that threaten this long-
established security paradigm. Rather than using bits that represent either O or 1, quantum computers
leverage quantum bits or "qubits" that can exist in multiple states simultaneously through a property called
superposition. This, combined with quantum entanglement, allows quantum computers to solve certain
problems exponentially faster than classical computers. Experimental demonstrations have already shown
quantum advantage for specific problems, with quantum processors implementing Shor's algorithm to
factor small integers like 15 and 21. While these achievements are modest compared to the requirements
for breaking production cryptography, they demonstrate the viability of the quantum approach and signal
the trajectory of development [3]. The fundamental concern is that quantum computing represents not
merely an incremental improvement in computing power but a qualitative shift in computing capability
that directly targets the mathematical foundations of current payment security.

In 1994, mathematician Peter Shor developed an algorithm that, when implemented on a sufficiently
powerful quantum computer, could efficiently solve the mathematical problems underpinning RSA and
ECC encryption. This development, known as "Shor's algorithm,"” presents an existential threat to payment
security infrastructure as we know it. The algorithm provides a theoretical framework for quantum
computers to factor large integers in polynomial time, rather than the sub-exponential time required by the
best classical algorithms. This theoretical advantage translates to a practical attack vector against standard
payment security protocols including TLS, SSH, and IKE/IPsec, all of which are extensively used in
securing payment transactions [4]. The payment industry faces a particular challenge given the sensitive
nature of financial data and the regulatory requirements for long-term data protection, extending decades
in some jurisdictions.

The timeline for quantum computing advancement presents a pressing concern for payment security
professionals. While there remains debate about when cryptographically relevant quantum computers will
become available, the ETSI Quantum Safe Cryptography working group has identified a "D-day"
scenario—the date when quantum computers can break currently deployed public key cryptography.
Different assessments place this critical threshold anywhere from 5 to 15 years in the future, though these
estimates contain significant uncertainty [4]. This uncertainty is compounded by the "harvest now, decrypt

IJSAT25012712 Volume 16, Issue 1, January-March 2025 3



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

later” threat model, wherein attackers could capture encrypted payment data today with the intention of
decrypting it once quantum computing capabilities mature. For payment data with long-term
confidentiality requirements, such as credit card numbers that typically remain valid for 3-5 years, or
identity information with even longer lifespans, this creates an immediate security concern even if
quantum computers remain some years away from breaking current encryption.

The migration to quantum-resistant cryptography in payment systems is complicated by the extensive
standardization and certification requirements in the financial industry. Payment protocols, hardware
security modules, point-of-sale terminals, and card payment networks all operate under strict certification
regimes such as PCI DSS, which necessitate thorough testing and validation before deployment. The
quantum-safe migration presents technical challenges in terms of performance (as post-quantum
algorithms typically require larger key sizes and more computational resources), interoperability
(maintaining compatibility across global payment networks during transition), and integration with legacy
systems that may have limited computational capacity or memory [4]. These practical considerations
suggest that the payment industry must begin systematic planning and implementation of quantum-
resistant solutions well before large-scale quantum computers become operational.

Security Current With Algorithms | Typical Applications in
Measure Strength (bits) | Quantum Affected Payment Systems
Computing

RSA-2048 112-128 Vulnerable RSA Payment gateways, PKI

ECC P-256 112-128 Vulnerable ECC Mobile payments, Point-
of-sale

Symmetric 112-128 Approximatel | AES Data protection, Secure

Encryption y halved messaging

Small  Integer | Secure Already RSA Research

Factorization demonstrated demonstrations (factors
of 15, 21)

Table 1.Comparison of Cryptographic Security Standards [3, 4]

Quantum-Safe Encryption: The New Frontier

Financial institutions and payment processors are not waiting for quantum computers to mature before
taking action. The transition to quantum-resistant cryptography is already underway, focusing on
algorithms that are resistant to both classical and quantum computing attacks. This proactive approach is
crucial as experts anticipate that the first cryptographically relevant quantum computers could emerge
within the next decade. The National Institute of Standards and Technology (NIST) initiated its Post-
Quantum Cryptography Standardization Process in 2016, receiving 82 initial submissions of candidate
algorithms for consideration, with 69 meeting the minimum criteria for the first round. Through rigorous
evaluation and cryptanalysis, this field narrowed to 26 candidates in the second round and 15 in the third
round, demonstrating the intensive vetting process for ensuring the security of future payment systems
[5]. This standardization process represents an unprecedented collaborative effort between academia,
industry, and government agencies to establish secure foundations for quantum-resistant financial
transactions.
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Post-quantum cryptographic (PQC) algorithms rely on mathematical problems that remain difficult for
quantum computers to solve, drawing from diverse mathematical domains that offer resistance to quantum
attacks. Lattice-based cryptography has emerged as particularly promising, with four of the seven finalists
in NIST's third round based on lattice problems. These approaches leverage the computational difficulty
of finding the shortest vector in a high-dimensional lattice—a problem that has withstood decades of
cryptanalysis. The CRYSTALS-Kyber key encapsulation mechanism, selected for standardization by
NIST in July 2022, offers a balanced profile with reasonable key sizes (public keys of approximately 1.5
KB and ciphertexts of approximately 1.2 KB) and efficient operation, making it practical for deployment
in payment systems [5]. The robustness of lattice-based cryptography against quantum attacks, combined
with acceptable performance characteristics, positions it as a leading approach for securing financial data
in the post-quantum landscape.

Hash-based cryptography offers another approach for quantum-resistant security in payment systems,
leveraging the minimal security assumptions of cryptographic hash functions. While Shor's algorithm
threatens public-key cryptography, quantum algorithms like Grover's provide only a quadratic speedup
against hash functions, a threat that can be mitigated by increasing hash output sizes. Hash-based digital
signatures, particularly the stateless SPHINCS+ which was selected as an alternate digital signature
algorithm by NIST, provide a conservative approach with security derived from the properties of hash
functions like SHA-256 or SHAKE?256. For financial applications requiring long-term signature validity,
hash-based signatures offer security with minimal assumptions at the cost of larger signature sizes,
typically ranging from 8 to 30 kilobytes [6]. This tradeoff makes hash-based signatures most suitable for
financial applications where signature generation occurs infrequently and security considerations
outweigh storage efficiency.

Code-based cryptographic systems, drawing from error-correcting codes, represent one of the oldest post-
quantum approaches with decades of cryptanalysis supporting their security claims. The Classic McEliece
key encapsulation mechanism, named an alternate candidate in the NIST standardization process, has
withstood over 40 years of cryptanalysis. Its security is based on the hardness of decoding general linear
codes, a problem believed to resist quantum attacks. While offering strong security assurances, its
deployment in payment systems faces practical challenges due to large public key sizes exceeding 1 MB
[5]. However, this conservative approach may still be valuable for high-security scenarios in core banking
infrastructure where key storage requirements are less constrained than in consumer-facing payment
devices.

Multivariate cryptography relies on the computational difficulty of solving systems of multivariate
polynomial equations over finite fields—a problem known to be NP-hard even for quantum computers.
These systems initially showed promise for digital signatures in payment applications due to their small
signature sizes and fast verification times. However, security concerns emerged during the NIST
evaluation process, with all multivariate signature candidates eliminated by the third round due to practical
attacks or security margin concerns [5]. Despite these setbacks, research continues into refined
multivariate approaches, as their performance characteristics remain attractive for payment processing
environments where transaction verification speed directly impacts user experience and system
throughput.

Isogeny-based cryptography, based on finding paths between elliptic curves, represents one of the newest
approaches to quantum-resistant cryptography for payment systems. The SIKE (Supersingular Isogeny
Key Encapsulation) algorithm advanced to the third round of NIST's process due to having the smallest
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key and ciphertext sizes among all candidates—a valuable property for constrained payment environments
like contactless cards. However, it was subsequently found vulnerable to unexpected attack vectors,
highlighting the evolutionary nature of cryptographic security and the importance of thorough evaluation
before deployment in financial systems [5]. This development underscores why payment providers must
develop cryptographic agility—the ability to rapidly transition between different cryptographic primitives
as vulnerabilities emerge.

The implementation of post-quantum cryptography in payment systems brings significant practical
challenges beyond theoretical security. These algorithms typically demand more computational resources
and larger key sizes than current cryptographic standards. For example, CRYSTALS-Dilithium digital
signatures selected by NIST require signature sizes ranging from 2.4 KB to 4.2 KB depending on the
security level, substantially larger than current RSA or ECC signatures used in payment protocols [6].
Performance benchmarks indicate that post-quantum algorithms may be 10-100 times slower for certain
operations compared to traditional cryptography, potentially impacting transaction processing times in
high-volume payment systems. To address these challenges, payment processors are exploring hybrid
cryptographic approaches during the transition period, combining traditional and post-quantum algorithms
to maintain both backward compatibility and future security.

The financial sector's approach to post-quantum cryptography must balance security, performance, and
deployment practicality across the diverse payment ecosystem. The German Federal Office for
Information Security (BSI) recommends that organizations inventory their cryptographically protected
information, prioritize systems based on security requirements and lifespans, develop a migration strategy
for critical systems, and implement crypto-agility as foundational steps toward quantum readiness [6]. For
payment systems specifically, this transition is complicated by the extensive certification requirements,
regulatory oversight, and interoperability demands of global financial networks. By establishing quantum-
resistant cryptography as a foundational element of their security architecture now, financial institutions
can ensure the continued integrity and confidentiality of payment data through the quantum computing
transition and beyond.

Metric Traditional Post-Quantum Impact Factor
Cryptography | Cryptography
Processing Speed Baseline Slower for certain | 10-100x slower
operations
Key Sizes Baseline Larger Varies by algorithm
Implementation Baseline Higher Requires crypto-
Complexity agility

Table 2. Performance Impact Comparison [5, 6]

NIST's Post-Quantum Standardization

The National Institute of Standards and Technology (NIST) has been at the forefront of developing
standardized post-quantum cryptographic algorithms, undertaking a comprehensive, multi-year evaluation
process that has engaged the global cryptographic community. This standardization effort, formally known
as the Post-Quantum Cryptography Standardization Process, was initiated in 2016 with 69 valid
submissions that met both the minimum acceptance criteria and submission requirements. The evaluation
progressed through multiple rounds, with Round 1 beginning in December 2017, Round 2 in January 2019
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with 26 candidate algorithms, and Round 3 in July 2020 with 15 candidates, comprising 7 finalists and 8
alternate candidates. This methodical narrowing process reflects the scientific rigor applied to ensuring
that selected algorithms can withstand both classical and quantum cryptanalytic attacks while meeting
performance requirements for practical deployment in critical systems such as payment infrastructure [7].
In July 2022, NIST announced the first set of quantum-resistant cryptographic algorithms selected for
standardization. CRYSTALS-Kyber was selected as the primary key-establishment algorithm based on its
strong security properties and excellent performance across diverse platforms. Structured as a lattice-based
key encapsulation mechanism (KEM), Kyber offers security against quantum attacks while maintaining
computational efficiency needed for payment processing systems. Performance evaluations show Kyber's
significant advantages, with key generation speeds as much as 50-165 times faster than RSA-based
systems and encryption operations demonstrating superior efficiency on both server-class machines and
embedded payment devices. These performance characteristics are critical for payment systems that must
process high transaction volumes while maintaining minimal latency [7].

For digital signatures, which authenticate transactions and validate identities throughout payment
networks, NIST selected multiple algorithms to address different application requirements. CRYSTALS-
Dilithium was designated as the primary signature algorithm, leveraging lattice-based mathematics similar
to Kyber but optimized for digital signature operations. FALCON was selected as an additional signature
option offering smaller signature sizes at the cost of longer signature generation times, providing
advantages for bandwidth-constrained payment applications. SPHINCS+ was also selected, distinctive in
its use of stateless hash-based signatures rather than lattice mathematics, offering a valuable mathematical
diversity that protects payment infrastructure against potential future vulnerabilities in any single
mathematical approach. This multi-algorithm approach recognizes that different payment scenarios—
from high-performance data centers to resource-constrained point-of-sale terminals—have varying
performance and security requirements [7].

These standardization decisions represent merely the first wave of quantum-safe algorithms that will form
the backbone of future payment security protocols, with additional standards in development. NIST is
continuing to evaluate four structured lattice-based alternative KEMs (BIKE, HQC, Classic McEliece, and
SIKE) for possible future standardization, though SIKE was subsequently broken by researchers in 2022,
highlighting the importance of the ongoing evaluation process. The migration to these new algorithms
presents a significant challenge for the payment industry, as it requires a coordinated transition across the
entire payment ecosystem—from card issuers and payment networks to merchants and service providers—
to maintain interoperability while progressively enhancing security against emerging quantum threats [8].

Implementing Quantum-Resistant Payment Protocols

For payment processors and financial institutions, implementing quantum-resistant cryptography involves
several strategic considerations that extend beyond simply replacing algorithms. The National
Cybersecurity Center of Excellence (NCCoE) has outlined a structured approach to this migration,
identifying five primary phases: discovery, readiness planning, implementation, validation, and
deployment. Each phase addresses specific challenges in transitioning payment systems to post-quantum
security while maintaining operational continuity. The discovery phase, particularly critical for payment
networks, involves comprehensive cryptographic inventories to identify all instances of vulnerable
cryptography across distributed payment infrastructures, including often-overlooked embedded systems
in point-of-sale terminals and payment hardware [8].
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Cryptographic Agility

Systems must be designed with “cryptographic agility” — the ability to quickly switch between different
cryptographic algorithms without significant system redesign. For payment processors, this agility
encompasses not just the cryptographic libraries but the entire cryptographic infrastructure, including key
management systems, certificate authorities, hardware security modules, and communications protocols.
The NCCoE emphasizes that true cryptographic agility requires systems to be designed with algorithm
independence, allowing cryptographic primitives to be replaced without altering the overall security
architecture. This ability to "plug and play" different algorithms becomes essential during the transition
period when payment systems must support both traditional algorithms for backward compatibility and
post-quantum algorithms for forward security [8].

Payment protocols such as TLS (Transport Layer Security), which secures online transactions, are already
being updated to support quantum-resistant algorithms through extensions and version upgrades. The
Internet Engineering Task Force (IETF) has established draft specifications for integrating post-quantum
key exchange into TLS 1.3, allowing for hybrid approaches that combine traditional and quantum-resistant
methods. These protocol enhancements enable payment systems to incrementally adopt post-quantum
security while maintaining interoperability with existing infrastructure. The migration patterns identified
by the NCCoE include parallel support for both classical and post-quantum algorithms, hybrid certificates
containing multiple keys and signatures, and composite approaches that combine cryptographic primitives
for enhanced security through diversity [8].

Hybrid Approaches

Many experts recommend a hybrid approach during the transition period, combining traditional and
quantume-resistant algorithms. This strategy recognizes the evolutionary nature of cryptographic security
and acknowledges that while post-quantum algorithms have undergone extensive evaluation, they lack the
decades of cryptanalytic scrutiny applied to traditional algorithms like RSA and ECC. The NCCoE
specifically recommends hybrid cryptographic approaches as a risk mitigation strategy during migration,
allowing payment systems to benefit from the established security of traditional cryptography while
gaining protection against quantum threats through newer algorithms. This combinatorial approach
requires payment systems to implement additional complexity in cryptographic processing but provides
substantial security benefits during the transitional period [8].

A typical hybrid implementation might combine RSA or ECC with a post-quantum algorithm like
CRYSTALS-Kyber for key exchange operations, requiring an attacker to break both cryptographic
problems to compromise the communication. Similarly, digital signatures might combine traditional
algorithms with CRYSTALS-Dilithium or FALCON, creating multi-algorithm signature chains that
remain secure even if vulnerabilities emerge in one algorithmic approach. For payment card networks that
process billions of transactions daily across global infrastructure, these hybrid approaches provide a
pragmatic path forward that balances innovation with stability, allowing for methodical transition while
maintaining continuous security protection [7].

Hardware Security Modules (HSMs)

HSMs, specialized hardware devices that safeguard cryptographic keys, are being redesigned to support
post-quantum algorithms. These security devices are particularly critical in payment infrastructure, where
they protect the root keys that secure entire payment networks and the signing keys that authenticate
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transactions. The transition to post-quantum algorithms presents significant challenges for HSM
implementations due to the substantial differences in key sizes and computational requirements. While
RSA-2048 public keys require only 256 bytes, post-quantum alternatives like CRYSTALS-Kyber
typically require 1.5 kilobytes for public keys, with some alternatives demanding significantly more
storage. These increased key sizes impact not just storage requirements but also memory usage during
cryptographic operations, potentially affecting HSM performance for high-volume payment processing
[7].

Major HSM manufacturers are already releasing firmware updates to support post-quantum algorithms in
preparation for the broader transition. These updates typically begin with experimental implementation of
NIST-selected algorithms, allowing financial institutions to conduct integration testing and performance
evaluation. The performance impact varies significantly between different post-quantum approaches;
lattice-based algorithms like CRYSTALS-Kyber and Dilithium generally offer better performance
characteristics than alternatives, which influenced NIST's selection decisions. For HSMs in payment
applications, these performance considerations are critical, as cryptographic operations often form
processing bottlenecks in high-volume transaction systems. The NCCoE emphasizes that organizations
should begin testing these post-quantum implementations in non-production environments to gain
operational experience and identify potential integration challenges before beginning production
migration [8].

Algorithm Type Mathematical | Performance Primary
Basis Advantage Application
CRYSTALS- KEM Lattice-based | 50-165x faster key | Key establishment
Kyber generation than
RSA
CRYSTALS- Digital Lattice-based | Better overall | Primary signature
Dilithium Signature performance algorithm
FALCON Digital Lattice-based | Smaller signature | Bandwidth-
Signature sizes constrained
applications
SPHINCS+ Digital Hash-based Mathematical Security through
Signature diversity algorithm
diversity
RSA-2048 Multiple | Integer Baseline for | Current standard
(Traditional) factorization comparison

Table 3. Post-Quantum Algorithms Performance Comparison [7, 8]

Challenges in the Transition

The migration to quantum-resistant payment protocols is not without significant challenges. While the
theoretical foundations of post-quantum cryptography have advanced considerably, the practical
implementation across global payment networks presents complex technical, operational, and regulatory
hurdles. Research indicates that approximately 95% of organizations have not yet completed
cryptographic inventories to identify quantum-vulnerable systems, despite the critical importance of this
foundational step. The payment card industry faces particular challenges due to its distributed
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infrastructure spanning thousands of financial institutions, millions of merchants, and billions of
cardholders worldwide, creating one of the most complex cryptographic migration scenarios across any
industry vertical [9]. This transition must be managed carefully to maintain both security and operational
continuity across a global ecosystem processing trillions of dollars in transactions annually.

Performance Considerations

Post-quantum cryptographic algorithms generally require more computational resources than their
traditional counterparts. For payment systems that process millions of transactions per second, this
performance impact must be carefully managed to maintain acceptable processing latency and throughput.
Performance benchmarks reveal that post-quantum algorithms typically demonstrate significantly
different performance profiles compared to traditional cryptography, with key generation operations
showing the most substantial differences. While RSA key generation is computationally intensive, certain
post-quantum alternatives like NTRU exhibit key generation speeds up to 26 times faster than RSA-2048.
However, other operations like encryption and decryption often show reduced performance, with lattice-
based algorithms demonstrating encryption speeds approximately 41% slower than RSA in certain
implementations [9]. These performance characteristics vary not only between algorithm families but also
across different hardware platforms, creating additional complexity for payment systems that must operate
across diverse computing environments.

Lattice-based cryptography, while promising and selected as the foundation for NIST's primary standards,
typically requires larger key sizes and more complex calculations compared to current RSA and ECC
implementations. This could affect transaction speeds and infrastructure requirements for payment
processors, potentially necessitating hardware upgrades throughout the payment ecosystem. Experimental
evaluations on various hardware platforms show that CRYSTALS-Kyber, NIST's selected algorithm for
key encapsulation, requires memory allocations approximately three times larger than ECDH
cryptography, while CRYSTALS-Dilithium signature verification demands computational resources
approximately 2.5 times greater than ECDSA signatures in typical implementations [10]. For payment
applications with strict timing requirements, such as contactless transactions that must complete within
500 milliseconds, these performance differences present significant implementation challenges requiring
optimization at both the algorithm and implementation levels.

The performance impacts extend beyond central processing systems to edge devices with constrained
resources, including point-of-sale terminals, payment cards with embedded secure elements, and 10T
payment devices. Testing on resource-constrained platforms with 32-bit ARM Cortex-M4 processors—
similar to those used in many payment terminals—shows CRYSTALS-Kyber requiring 3.3 milliseconds
for encapsulation compared to 0.9 milliseconds for ECDH key exchange, representing a significant
performance difference in time-sensitive payment contexts [10]. For embedded payment systems with
limited processing capabilities, memory, and power constraints, implementing post-quantum
cryptography may require hardware upgrades or architectural changes to maintain acceptable performance
levels. This creates substantial cost implications for the payment industry, as the global installed base of
payment terminals exceeds 160 million devices, many of which would require replacement or significant
upgrades to support post-quantum algorithms.

Backward Compatibility
The global payment ecosystem consists of countless interconnected systems operating across different tec-
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hnological generations. Ensuring backward compatibility while implementing quantum-resistant
protocols represents a major logistical challenge that spans organizational boundaries and technical
domains. Research on large-scale cryptographic migrations indicates that the average enterprise payment
environment contains over 1,000 distinct applications using cryptography, with an average of 14 different
non-compliant cryptographic libraries that must be identified and updated during migration [9]. For
payment networks operating across multiple institutions, these compatibility challenges multiply across
organizational boundaries, creating complex coordination requirements for the transition to quantum-
resistant cryptography.

APIs, data formats, and communication protocols must all be updated to support new cryptographic
standards without disrupting existing operations. This requires careful coordination between payment
networks, financial institutions, technology providers, and merchants to ensure interoperability throughout
the transition. The complexity is illustrated by card payment protocols which incorporate cryptography at
multiple layers—from secure messaging between transaction participants to cardholder authentication and
data protection. Each layer may use different cryptographic mechanisms requiring separate migration
strategies and timeframes. Analysis of payment network protocols shows an average of 8.2 distinct
cryptographic dependencies per transaction flow, each requiring coordinated updates across multiple
institutions and technology providers [9]. This interdependence creates significant orchestration
challenges for implementing quantum-resistant protocols without disrupting payment processing
operations.

The backward compatibility requirements create tension with security objectives, as maintaining support
for legacy cryptography extends the vulnerability window to quantum attacks. Research on hybrid
cryptographic schemes demonstrates that implementing both traditional and post-quantum cryptography
simultaneously increases computational overhead by approximately 35-50% compared to traditional
cryptography alone, creating performance challenges during the transition period [10]. Payment systems
must balance this performance impact against security benefits while maintaining compatibility with
diverse endpoints. The challenge is particularly acute for international payment networks, which must
maintain compatibility with payment systems in regions with varying technology adoption rates and
regulatory requirements. This geographic diversity necessitates supporting multiple cryptographic
capabilities simultaneously during an extended transition period, increasing both operational complexity
and potential security vulnerabilities if not carefully managed.

Regulatory Compliance

Financial institutions operate under strict regulatory frameworks regarding data security. As post-quantum
standards emerge, regulations will evolve to mandate their implementation, potentially on accelerated
timelines driven by national security concerns rather than typical technology adoption cycles. A
comprehensive analysis of financial regulations across 27 countries indicates that 74% of financial
regulatory frameworks include provisions for cryptographic requirements that would be affected by
quantum computing developments, though only 23% explicitly address quantum computing threats in
current guidance [9]. This regulatory landscape continues to evolve rapidly, with an increasing focus on
quantum readiness as a component of cybersecurity risk management for financial institutions. The
distributed nature of payment networks creates additional complexity as systems must comply with
regulations across multiple jurisdictions, potentially with conflicting or incompatible requirements.
Regulatory bodies like the Federal Financial Institutions Examination Council (FFIEC) and the Payment
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Card Industry Security Standards Council (PCI SSC) are already developing guidance for the transition to
quantume-resistant cryptography. The PCI DSS framework, which governs security requirements for all
organizations that store, process, or transmit payment card data, must evolve to incorporate post-quantum
cryptographic requirements while maintaining practical implementability across millions of merchants
globally. Research indicates that approximately 43% of current PCI DSS requirements would be directly
affected by the transition to post-quantum cryptography, requiring substantial revisions to compliance
standards and validation procedures [9]. For payment processors and financial institutions, these evolving
standards create compliance uncertainties that impact technology planning and investment decisions. The
challenge is magnified by the typical three-year PCI DSS compliance cycle, which may not align with the
accelerated timelines required for quantum-resistant migration driven by security concerns.

The regulatory considerations extend beyond technical security requirements to broader risk management
frameworks and disclosure obligations. Financial institutions face increasing requirements to assess and
disclose material cybersecurity risks, with quantum computing threats increasingly recognized as a
reportable risk category by financial regulators. A survey of financial institutions indicates that 87% have
not yet incorporated quantum computing threats into their formal risk assessment processes, despite
regulatory expectations for comprehensive risk management [10]. Organizations must develop
methodologies to quantify quantum computing risks, establish appropriate risk appetite statements, and
implement governance structures to oversee the transition to quantum-resistant payment protocols. These
governance challenges require board-level engagement and enterprise-wide coordination across
technology, operations, compliance, and business functions to effectively manage the multi-year transition
process while maintaining regulatory compliance throughout the journey.

Category Metric Value Impact Area
Cryptographic Organizations without completed | 95% Implementation
Inventory inventories readiness
Enterprise Average distinct applications | 1,000+ | Discovery
Environment using cryptography complexity
Cryptographic Average non-compliant libraries | 14 Technical debt
Libraries per organization
Transaction Average cryptographic | 8.2 Coordination
Workflows dependencies per transaction complexity
Payment Global payment  terminals | 160 Hardware impact
Infrastructure requiring updates million
Regulatory Financial regulations  with | 74% Regulatory
Frameworks affected cryptographic provisions complexity
Quantum-Specific Financial regulations explicitly | 23% Regulatory gaps
Regulation addressing quantum threats
PCI DSS Requirements affected by post- | 43% Compliance impact
quantum transition
Risk Assessment Financial institutions without | 87% Governance gaps
quantum risk assessment

Table 4. Organizational Readiness and Regulatory Impact for Post-Quantum Migration [9, 10]
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Preparing for the Post-Quantum Era: A Strategic Roadmap

Financial institutions and payment processors can take concrete steps today to prepare for the quantum
future. Rather than viewing quantum-resistant migration as a distant theoretical concern, forward-thinking
organizations are developing comprehensive transition strategies that address both immediate security
priorities and long-term architectural transformation. Studies conducted by the Financial Services
Information Sharing and Analysis Center (FS-ISAC) indicate that financial institutions should prepare for
a 5-10 year transition period to fully implement quantum-resistant cryptography, with the process ideally
beginning at least 3-5 years before cryptographically relevant quantum computers become available.
Given the uncertainty in quantum computing development timelines, this effectively means financial
organizations should begin preparation immediately to ensure adequate security coverage through the
transition period [11].

Cryptographic Inventory

The first step is to conduct a comprehensive inventory of all cryptographic implementations across the
organization's payment infrastructure. This discovery process must identify not only obvious
cryptographic implementations in security systems but also embedded cryptography in applications,
hardware, communications protocols, and third-party dependencies. Research conducted across financial
institutions found that organizations typically underestimate their cryptographic footprint by 50-70%, with
an average enterprise environment containing over 1,000 distinct applications using cryptography, many
of which are undocumented or embedded in legacy systems. The most effective inventory approaches
combine automated discovery tools with manual validation, capturing metadata including algorithm types,
key lengths, certificate validity periods, and cryptographic dependencies [11]. For payment processors
specifically, the inventory must extend beyond internal systems to include merchant integration points,
payment terminals, card issuance systems, and third-party service providers—creating a comprehensive
view of the organization's quantum vulnerability exposure.

The inventory process should categorize cryptographic implementations by both technology type and
business function to enable risk-based prioritization. Categorization by technology type identifies the
specific cryptographic algorithms in use, with particular focus on RSA, Diffie-Hellman, and Elliptic Curve
implementations vulnerable to Shor's algorithm. Categorization by business function helps identify critical
payment processes where cryptographic failures would have severe operational or financial consequences.
The FS-ISAC study found that most financial institutions discovered between 15-25 distinct cryptographic
libraries across their environment during inventory activities, with 30-40% of these libraries being
outdated or non-compliant with corporate standards. This fragmentation creates significant challenges for
the cryptographic transition, as each implementation may require separate remediation approaches based
on its technical characteristics and operational constraints [11].

Risk Assessment

Not all systems face the same level of quantum threat. Long-term confidential data, such as cardholder
information or authentication credentials, faces the highest risk and should be prioritized for migration.
Effective risk assessment for quantum vulnerability considers both data sensitivity and cryptographic shelf
life—the period during which the information must remain confidentially protected. Payment card data
typically requires protection for 3-5 years based on card validity periods, while identity information and
authentication credentials may require decades of protection. This extended protection timeline creates
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urgency for transitioning systems handling long-lived sensitive data, as information encrypted today with
quantum-vulnerable algorithms could be harvested by adversaries for future decryption once quantum
computing capabilities mature [11].

The risk assessment methodology should evaluate systems against a structured framework incorporating
multiple vulnerability dimensions. A comprehensive evaluation framework developed for government
agencies and adapted for financial services includes six critical assessment factors: cryptographic
vulnerability (the specific algorithms in use), system accessibility (exposure to external networks), data
sensitivity (the value of protected information), protection lifetime (required confidentiality period),
system replaceability (ease of migration), and operational impact (consequences of security failure). When
applied across payment infrastructures, this assessment typically identifies 15-20% of systems requiring
immediate attention due to their combination of high data sensitivity, long protection requirements, and
use of vulnerable cryptographic algorithms. The highest risk category consistently includes cardholder
data vaults, authentication systems, key management infrastructure, and systems handling personally
identifiable information with extended protection requirements [12].

Standards Monitoring

Organizations should actively monitor the development of post-quantum standards from NIST and other
standards bodies. Early implementation of draft standards in test environments can provide valuable
experience before production deployment. The standardization landscape continues to evolve, with NIST's
selection of initial post-quantum algorithms representing merely the first phase of a comprehensive
standardization process. Beyond the core algorithm specifications, implementation standards addressing
key management, protocol integration, and transition mechanisms are still under development through
organizations including NIST, IETF, ISO, and industry-specific bodies like PClI SSC and ANSI X9
(focused on financial services standards) [11].

Financial institutions should establish formal standards monitoring processes with assigned
responsibilities for tracking developments across relevant standards organizations. A survey of financial
institutions found that 63% had not yet established formal monitoring processes for post-quantum
standards, creating risk of delayed implementation once standards are finalized. Leading organizations are
implementing "crypto centers of excellence” with dedicated staff responsible for standards monitoring,
technology evaluation, and implementation guidance development. These centers typically include 3-5
specialists with cryptographic expertise who serve as internal consultants to business units implementing
quantume-resistant controls. Beyond monitoring published standards, these specialists should actively
participate in public comment periods for draft standards, engage with industry working groups, and
maintain communication channels with academic researchers advancing post-quantum cryptography
knowledge [12].

Financial institutions should complement standards monitoring with practical experimentation in
laboratory environments. Early implementation experience with draft standards provides valuable insights
into integration challenges, performance implications, and operational considerations specific to payment
applications. Research indicates that organizations that begin experimentation with post-quantum
algorithms at least 18-24 months before planned production implementation achieve significantly
smoother transitions with fewer unexpected complications. This experimentation should include
performance testing across representative hardware platforms, integration evaluation with existing
security infrastructure, and interoperability assessment with external systems. For payment processors,
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these experiments should specifically address high-volume transaction processing scenarios, evaluating
the performance impact of post-quantum algorithms on transaction throughput, latency, and resource
utilization under peak load conditions [11].

Vendor Engagement

Payment technology vendors should be engaged early in discussions about their quantum-resistant
roadmaps. Contract negotiations should include provisions for post-quantum upgrades and compliance.
Financial institutions rely extensively on third-party technology providers, with research indicating that
the average institution uses between 20-30 distinct vendors for critical payment processing functions. Each
of these vendors must develop their own gquantum-resistant migration strategy, creating complex
interdependencies that must be managed throughout the transition. A survey of financial institutions found
that 76% had not yet initiated formal discussions with key vendors regarding post-quantum readiness,
creating significant risk of misaligned migration timelines and potential security gaps [12].

Effective vendor engagement strategies follow a three-phase approach: assessment, planning, and
implementation. The assessment phase involves evaluating vendors' awareness and preparation for
quantum threats, typically through security questionnaires and capability assessments. Studies show that
smaller financial technology vendors often demonstrate limited quantum awareness, with only 45% of
surveyed vendors having conducted any formal evaluation of quantum risks to their products. The
planning phase establishes shared migration timelines, technical approaches, and implementation
responsibilities between the financial institution and its vendors. This phase should produce documented
roadmaps with specific milestones and deliverables for quantum-resistant implementations. The
implementation phase executes the agreed migration plan, with regular progress monitoring and
compliance validation to ensure alignment with the institution's security requirements [12].

Contract management plays a critical role in vendor engagement for quantum readiness. New technology
contracts should incorporate specific provisions addressing quantum security, including implementation
timelines aligned with industry standards, testing and certification requirements, and remediation
processes for addressing newly discovered vulnerabilities. For existing vendor relationships, contract
amendments or service level agreements should establish quantum security requirements appropriate to
the system's risk profile and migration timeline. Leading financial institutions are implementing
standardized contract language for quantum security, typically requiring vendors to implement NIST-
approved post-quantum algorithms within 12-18 months of final standard publication for high-risk
systems. These contractual mechanisms create clear accountability for quantum readiness throughout the
supply chain, reducing the risk of security gaps during the transition period [11].

Skills Development

The cryptographic expertise needed for quantum-resistant implementation differs from traditional
cryptography. Organizations should invest in training or recruiting specialists with relevant skills. The
talent gap represents one of the most significant challenges in the transition to quantum-resistant payment
systems, with research indicating a global shortage of cryptographic specialists with post-quantum
expertise. A survey of financial institutions found that 82% reported difficulty recruiting staff with relevant
skills, while 67% had not yet implemented specific training programs for existing personnel. This skills
gap creates significant risk for organizations undertaking quantum-resistant migrations, as implementation
errors or architectural misjudgments could compromise security effectiveness [12].
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Financial institutions should develop comprehensive workforce strategies addressing both short-term
implementation needs and long-term cryptographic governance. Immediate skill development should
focus on three critical roles: security architects responsible for designing quantum-resistant controls,
development teams implementing cryptographic libraries and protocols, and security operations personnel
managing cryptographic infrastructure. Training programs for these roles should address both theoretical
foundations of post-quantum cryptography and practical implementation considerations for payment
systems. Beyond technical training, awareness programs should target executive leadership, risk
management functions, and business stakeholders to ensure organizational alignment and appropriate
resource allocation for quantum readiness initiatives [12].

Universities and professional organizations are beginning to develop specialized educational programs
addressing quantum computing security implications, creating new talent pipelines for financial
institutions. Organizations should establish relationships with academic institutions, participate in industry
research initiatives, and support professional development opportunities in post-quantum cryptography to
build their future talent pipeline. In the interim, many organizations are leveraging external expertise
through consulting engagements, managed security services, and strategic partnerships to supplement
internal capabilities during the transition period. This combined approach—developing internal expertise
while leveraging external specialists—provides the most effective strategy for addressing the skill
requirements of quantum-resistant implementation while managing resource constraints [11].

By implementing these strategic roadmap elements, financial institutions can develop the organizational
capabilities, technical foundations, and implementation readiness necessary to address the quantum threat
to payment security. While the timeline for cryptographically relevant quantum computers remains
uncertain, the extensive preparation required for this transition makes early action prudent for
organizations with long-lived data protection requirements and complex payment infrastructures. Those
that begin methodical preparation now will be best positioned to maintain robust security through the
quantum computing transition, protecting customer data and maintaining trust in payment systems
regardless of how quantum computing capabilities evolve.

Conclusion

The quantum computing revolution represents both a formidable challenge and strategic opportunity for
payment security. While quantum algorithms threaten the cryptographic foundation of today's financial
infrastructure, the industry possesses sufficient time to implement protective measures if action begins
promptly. Transitioning to quantum-resistant payment protocols demands meticulous planning,
substantial resource investment, and coordinated effort across the entire financial ecosystem. The
groundwork being established today in cryptographic standards, protocol designs, and strategic planning
will safeguard payment systems in the post-quantum landscape. Financial institutions that proactively
prepare for quantum computing's emergence will maintain the security and trust underpinning global
payment networks, recognizing that addressing this technological shift is not a question of if but when—
making immediate preparation imperative.
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