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Abstract

Confidentiality and authenticity of messages are crucial cybersecurity requirements in data
exchange. Strong encryption algorithms for message confidentiality are not enough to convey the
actual message. A suitable Message Authentication Code (MAC) ensures the authenticity of the
message from the sender. The All-Hash Message Authentication Code (AH-MAC) provides a
stronger algorithm by enhancing the Hash-Based Message Authentication Code (HMAC)
algorithm to stand firm against attacks like Message Extension Attacks.

Introduction:

The Hash-based Message Authentication Code (HMAC) algorithm verifies a message's authenticity.
However, this algorithm can be attacked, such as by a message extension attack. All-Hash Message
Authentication Code(AH-MAC) provides an enhanced algorithm to overcome such attacks.

Hash-Based Message Authentication Code (HMAC)

The message authentication code generated using the hash-based algorithm starts by breaking the
message into multiple blocks. It uses an HO, a start state known by both the sender and recipient, to hash
the first message block. The output of this hash function is used to hash the second message block. The
process continues until the final message block is reached. The cipher text generated by the last
encryption is used as the MAC value attached to the encrypted message to verify the message's
authenticity at the recipient's end.
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Figure 1: MAC generation using Cipher Block Chaining

Figure 1 demonstrates the HMAC processing. At first glance, this system appears to be very robust. We
may think that without all the expected blocks, the final block's output, specifically the MAC (Message
Authentication Code) generation, will fail. However, upon further reflection from a different
perspective, it's clear that an attacker doesn’t need to know the outputs of all the blocks. The attacker
only needs the output from the previous block to insert a new data block and generate a malicious MAC.
This will lead to a Message extension attack.

Message Extension Attack:
The original message format that needs to be hashed is illustrated in Figure 2. The attacker does not
know the key K, nor do they know the message.
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Figure 2: Original message processing to generate hash

The attacker is aware of the hash value derived from the last block. Using this hash value, they can
append a message or malicious data to the original message and continue hashing. Using the known hash
value, the attacker can produce a new, malicious Message Authentication Code (MAC). Figure 3
illustrates the message extension attack.
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Figure 3: Extension Attack
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The extension attack goes undetected in case of large message encryption like the PDF where the
extension may not even get to the screen. Message extension attacks can also be used by attackers to
trick people who ignore the weird message length.

All-Hash MAC to the Rescue

All-hash MAC uses the intermediate hashes to induce dependency to create the final Hash value. The
process starts precisely as the HMAC; however, all the intermediate MACs are temporarily stored.
Figure 4 and the algorithm below demonstrate the AH-MAC algorithm.

Algorithm:
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MAC = Hash(Hm1 + Hm2 + .. + Hmn)

Figure 4: AH- MAC Message Processing

e Step 1: Follow the HMAC algorithm to generate all the Hash values (H1 to Hn)

e Step 2: Concatenate adjacent hash values starting from (H1, H2) to (Hn-1, Hn)

e Step 3: Create hash values from the concatenated hash values. (Hm1 to Hmn). Now we should
have half the number of original hash values.

e Step 4: Concatenate all the hash values from Hm1 to Hmn and generate the new Hash. This is the
final MAC which is called AH-MAC.
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e Step 5 [Optional]: The final generated MAC can be encrypted using Public key cryptography[1]
like, RSA depending on the security level and then used as MAC.

Conclusion:

Technically, the hashing of the hash values does not provide additional security in a typical scenario.
Once a message is hashed, it is not irreversible. In other words, we cannot get the original message from
the generated hash. However, when generating a MAC, we don’t care about getting the original message
from the MAC. All we care about is the authenticity of the message. The All-Hash algorithm will fail to
calculate the original hash if a bit is changed anywhere in the message or any bit is added. This is what
prevents it from the extension attack. The drawback of the AH-MAC is that it may downgrade the
performance of calculating the MAC of an extremely large message, like a textbook in PDF format. The
HMAC with the baked key in the message is a good option in this case.
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